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State of Nebraska              Email Management
MS Outlook / Exchange 2010
INSTRUCTIONAL GUIDE


Nebraska Secretary of State 
Records Management Division
May-2012
OVERVIEW FOR EMAIL RETENTION RULES/POLICIES AND TAGGING
MS Outlook / Exchange 2010 utilizes retention policies as part of the messaging records management (MRM) technology to apply retention rules to emails and email folders.  MRM makes it easier to keep messages that are needed to comply with your agency’s business, financial, legal or historical needs and to remove content that no longer has a retention requirement.  The following information is a step by step approach which can be used to apply the retention rules/policies to folders and individual emails.  
 Important    It is easier to assign a retention policy on a per-folder basis instead of individually to each message.  So when a retention policy is placed on a parent folder or sub-folder, each email placed in the folder will assume the retention rule of the folder.  However, it is possible to modify retention rules by tagging individual emails within a folder.  If this is done, the individual retention will OVERRIDE the Folder rule.

The Nebraska OCIO Email System has 6 Default Retention Polices & Tags:

· 14 Day Delete (14 Days)

· 6 Month Delete (6 Months)

· 2 Year Delete (2 Years)

· 5 Year Delete (5 Years)

· 8 Year Delete (8 Years)

· HOLD – Event (Never) 
Additional information on MS Outlook / Exchange 2010 Message limits and defaults can be found at: http://help.outlook.com/en-gb/140/dd630704.aspx
 Note    If you have questions about your agency’s retention policies, please review your agency specific retention schedules(s) and/or Schedule 124 – General Records for State Agencies for guidance and direction.  If you have additional questions or require assistance, please contact your Agency Record Officer.

You may contact the NE SOS—Records Management Division for the name of your Agency Records Officer if you do not have that information at (402) 471-2559.

State of Nebraska Records Retention and Disposition Schedules: http://www.sos.state.ne.us/records-management/retention_schedules.html
Steps covered in this guide:

· Assign a retention policy to an email FOLDER

Option A & B
· Assign a retention policy to email MESSAGES 



Options A, B or C
· Remove and/or change a retention policy/tag
· Folder and Tag when sending email

· Management of emails under “HOLD – EVENT (NEVER) Policy/Tag”

· State Historical Society email designation

· Calendar retention management
· Resources
Option A:  Assign a retention policy to an email FOLDER
1. In the Navigation Pane, click a mail folder.

2. On the Folder tab, in the Properties group, click Policy.
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3. On the Policy tab, in the Folder Policy list, click an entry based on your agency’s schedules/guidelines.  

 Remember   Once a retention policy has been placed on a ‘parent’ folder, all sub-folders and individual emails will assume the retention rule of the ‘parent’ folder.  However, you can ‘OVERRIDE’ that policy by placing a different retention policy on either the sub-folders or individual emails if needed.
Option B:  Assign a retention policy to an email FOLDER
1. In the Navigation Pane, right click on email FOLDER .
2. On the Drop Down Menu, go to Properties and click.
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If the Policy command is missing on the ribbon, either your Exchange Server administrator hasn’t enabled retention policies for your account, or you aren’t using an Outlook license required for the feature. For more information, see License requirements for Personal Archive and retention policies.

3. On the Policy tab, in the Folder Policy list, click an entry based on your agency’s schedules/guidelines.
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Option A:  Assign a retention policy to email MESSAGES
1. In the message list, click a MESSAGE.

 Tip    To select more than one MESSAGE, press and hold CTRL as you click each MESSAGE.

2. On the Home tab, in the Tags group, click Assign Policy.
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If the Assign Policy command is missing on the ribbon, either your Exchange Server administrator hasn’t enabled retention and archive policies for your account, or you aren’t using an Outlook license required for the feature. For more information, see License requirements for Personal Archive and retention policies.

3. Under Retention Policy, click an entry based on your agency’s schedules/guidelines.

 NOTE   The retention policy for a message appears in the header in the Reading Pane under the recipient names and includes the expiration date. If no retention policy is applied, no information appears under the message recipient names.
Option B:  Assign a retention policy to email MESSAGES
1. In the message list, click a MESSAGE.
2. On the Drop Down Menu, go to and click Assign Policy.
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3. Under Retention Policy, click an entry based on your agency’s schedules/guidelines.
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Option C:  Assign a retention policy to email MESSAGES
1. In the Inbox, click a MESSAGE and drag to a folder.  If you have a retention policy applied to the ‘parent’ or sub-folder, the MESSAGE will automatically assume the retention rule of the folder.  
 IMPORTANT  Below is the MS Outlook / Exchange 2010 message that pops-up the first time you drag a MESSAGE to a folder.  Please read the message as moving a MESSAGE can cause it to expire immediately.  
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Remove or change retention policies/tags
Email folders and individual email tags are easy to remove and/or change.  Below are specific instructions on how to change a individual email tag to the FOLDER policy, but you can remove/change all assigned policies/tags by using the steps found on pages 3-5 of this document.   

1. In the message list, click a MESSAGE.

 Tip    To select more than one MESSAGE, press and hold CTRL as you click each MESSAGE.
2. On the Home tab, in the Tags group, click Assign Policy.

[image: image8.jpg]Unveaa/ Categorze Follow
e

\ .





3. Under Retention Policy, click Use Folder Policy.

 note    The retention policy for a message appears in the header in the Reading Pane under the recipient names and includes the expiration date.  If no retention policy is applied, no information appears under the message recipient names.
Folder and Tag when sending email

Before sending your email.
1. Under MESSAGE tab, click on Assign Policy and click on an entry based on your agency’s schedule(s)/guidelines.
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2. Under the Options tab, click on Save Sent Item To and select Other Folder.  You can then choose the folder to file the sent message to.[image: image10.png])
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 Tip    After you have used a folder once, it will be listed in the drop-down menu of Save Sent Item To for easy access to use again. 
Management of emails under “HOLD-EVENT (NEVER) Policy/Tag”
Email with this designation may contain: 

· Content with open ended, event-driven requirements where retention is ‘triggered’ by a future date or event, OR
· Content under a legal or potential litigation HOLD requirement, OR
· Requires manual review which involves moving the email to other folders or updating the retention policy to initiate the retention clock for final disposition, OR
· State Employees designated with significant historical roles within their agency by the State Archivist, go to http://www.sos.state.ne.us/records-management/pdf/emailmgmt/NE%20State%20Archives%20Email%20Guide%20%207-26-09.pdf to see if you qualify.
***NOTE:  Contact the State Archives regarding email that is subject to SA review once it has met retention requirements and/or to negotiate an email account transfer. 
Calendar retention management

In Schedule 124 – General Records for State Agencies, calendars (see item 124-025) have a retention requirement of 2 years.  The NE SOS-Records Management Division recommends individuals using the MS Outlook / Exchange 2010 calendar go to their calendars monthly and “delete” any calendar entries older than 2 years.
 Note    MS Outlook / Exchange 2010 allows individuals to attach documents, links, etc. to their calendar entries.  You may need to consider the retention of these records if you use the calendar for this purpose before ‘deleting’ your calendar entries.  Contact your Agency Record Officer if you have questions or require additional assistance.   
RESOURCES
Nebraska Secretary of State – Records Management Division                                        440 South 8th Street, Suite #210                                                                                               Lincoln, NE  68508                                                                                                            Website Address: http://www.sos.state.ne.us/dyindex.html#boxingName   
Duane Doppler, CRM - Electronic Records Manager                                duane.doppler@nebraska.gov  or   402-471-2747
Nebraska State Historical Society (State Archives)                                               Headquarters Building – 1500 R Street                                                                       Lincoln, NE  68501-2554    

Gayla Koerting, State Archivist & Curator of Government Records                                                                                  gayla.koerting@nebraska.gov  or  402-471-4783    
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